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Abstract— The emerging compressed sensing (CS) technique
provides lightweight data compression with zero-cost encryption.
Therefore, CS enables reduced-complexity designs for sensor
nodes and saves transmission power in wireless sensor net-
works (WSNs). However, CS’s linear encoding process makes
it vulnerable to several attacks, which may lead to privacy
leakage issues. In this article, leveraging the characteristic that
CS reconstruction is sensitive to measurement noise, we pro-
pose a CS-based watermark cryptosystem for WSNs. In the
front-end sensor, a low-dimension watermark is embedded in
measurements. In the back-end solver, we present a CS-based
watermark decryption/reconstruction engine for the Internet
of Things (IoT) gateway. Without synchronization of the key,
the proposed cryptosystem can resist ciphertext-only attack
and known-plaintext attack effectively. Furthermore, leveraging
watermarks as a digital signature, the proposed engine can
detect denial of service attack effectively before signal reconstruc-
tion. For real-time signal processing, multiple-indices updating
algorithm and VLSI architecture are applied to eliminate the
throughput degradation from watermark removal. Finally, this
CS decoder is fabricated in 40-nm CMOS, and it can support the
simultaneous reconstruction of over 10 000 wireless sensors in
real time while offering synchronization-free watermark decryp-
tion. Therefore, the proposed cryptosystem is suitable for the
emerging IoT applications that need encryption strength with
limited complexity.

Index Terms— Application-specific integrated circuits (ASICs),
compressive sensing, cryptosystem, secure communications,
signal reconstruction, wireless sensor networks (WSNs).

I. INTRODUCTION

THE Internet of Things (IoT) relies on wireless sensor
networks (WSNs) to acquire large amounts of data locally

with extremely tight resource budgets [1], [2]. Since the
radio frequency transmission consumes most of the power [3],
data compression is usually done before being transmitted
to a remote node. Most of all, privacy preservation in a
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resource-constraint environment is a great challenge. The
combination of compression and cryptographic techniques is
investigated, but faced with a tradeoff among the channel
bandwidth, robustness, and complexity overhead [4].

Compressed sensing (CS) [5] is an emerging signal process-
ing technique. In the front-end sensor, the signal x is sampled
by an underdetermined sensing matrix � and then transformed
to a compressed signal y. Without an explicit compression unit,
it enables new reduced complexity designs of sensor nodes.
Afterward, the back-end solver performs a reconstruction
algorithm to recover the original signal x. By transferring
the burden from the front-end sensor to the back-end solver,
CS helps to save overall transmission power in WSNs [6], [7],
which is suitable for IoT applications.

In addition to transmission power reduction, several types
of research studies show that CS can also be an encryption
technique [8]–[11]. Without an explicit sensing matrix �,
the compressed signal y cannot be reconstructed successfully.
As a result, CS provides almost zero-cost encryption and is
classified as wireless physical layer security.

However, owing to the linearity of the CS encoding process,
CS is vulnerable to several attacks [12], [13]. As illustrated
in Fig. 1, the legitimate transmitter (Alice) uses CS sensors
to compressively sample the signal. Then, the compressed sig-
nals (y) are transmitted to the back-end solver (Bob) through a
wireless channel. Eavesdroppers (Eve) perform various attacks
such as ciphertext-only attack (COA) and known-plaintext
attack (KPA) to obtain the privacy of Alice. Moreover, these
illegitimate users also occupy the resource of high-complexity
IoT gateway [denial of service (DoS) attacks]. Under COA,
Eve can estimate the energy of x without �, which reveals
some static information on Alice. If Eve can further collect
not only y but also x under the scenario of KPA, Eve can
obtain the explicit sensing matrix with very few (x, y) pairs,
threatening the privacy preserving of CS-based WSNs.

Because the sensing matrix � is regarded as an encrypting
key, prior works [14]–[17] coped with the attacks by changing
�. Nevertheless, two issues should be addressed when apply-
ing the prior secure model to realistic IoT applications.

1) High Complexity of Front-End Sensors: Compared to
a single key, multiple sensing matrices require higher
complexity overhead of matrix generating units in the
front-end sensor, which may not be suitable for the
demand of IoT applications.

1063-8210 © 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.

https://orcid.org/0000-0003-0456-9790
https://orcid.org/0000-0003-4731-8633


2486 IEEE TRANSACTIONS ON VERY LARGE SCALE INTEGRATION (VLSI) SYSTEMS, VOL. 27, NO. 11, NOVEMBER 2019

Fig. 1. CS-based transmission model for IoT. The legitimate transmitter (Alice) uses a CS sensor to achieve sampling while compressing. Then, the compressed
signals (y) are transmitted to the back-end IoT gateway (Bob) through a wireless channel. Eavesdroppers (Eve) perform COA and KPA to obtain the privacy
of Alice. These illegitimate users can also occupy the resource of high-complexity IoT gateway.

2) Synchronization Issue: Synchronization is necessary for
previous works before reconstruction, which degrade the
security of Alice.

In this article, by observing that CS reconstruction is
vulnerable to additive measurement noise [18], we propose a
low-complexity CS-based watermark cryptosystem for privacy
preserving. The main contributions of this article are as
follows.

1) We proposed a novel framework for CS-based privacy-
preserving. In the front-end of our framework, a low-
dimension watermark is randomly chosen and embedded
in measurements. It can confuse Eve and cope with KPA
and COA effectively with low overhead.

2) To deal with high complexity of watermark decryption
and signal reconstruction in the back-end solver,
we design a reconstruction/decryption method
that can simultaneously reconstruct/decipher the
compressed/encoded signals without synchronizing
watermarks.

3) To prevent Eve or illegitimate users from occupying
the resource of high-complexity solver, we leverage
watermarks as a digital signature to identify legitimate
users. Therefore, the DoS attack can be detected before
the high-complexity signal reconstruction.

4) To compensate for the throughput degradation from
the watermark decryption, the multiple-indices updating
algorithm and the corresponding VLSI architecture are
applied to achieve real-time signal processing.

This CS decoder is fabricated in Taiwan Semiconductor
Manufacturing Company (TSMC) 40-nm CMOS technology.
The testing results show a reconstruction throughput of 7187–
10 356 kS/s and power consumption of 70 mW when operating
at VDD = 0.9 V. Such level of performance can support
the simultaneous reconstruction of over 10 000 wireless CS
sensors in real time while offering synchronization-free water-
mark decryption and DoS attack prevention.

The rest of this article is organized as follows. Section II
introduces the background and related works. Section III
presents watermark encryption in the front-end sensor.
Section IV illustrates the architectural design for the solver in
the IoT gateway. Section V shows the chip implementation and
testing results. Finally, we conclude this article in Section VI.

II. PRELIMINARIES

A. Compressive Sensing

We briefly review the background of compressive sensing,
hopefully making this article somewhat self-contained. CS can
be modeled in the matrix form as

y = �(x+n0) + n1 = �x + n (1)

where y ∈ R
M×1 is the measurement vector, � ∈ R

M×N can
be the random matrix with M < N , n0 ∈ R

n×1 is the data
noise, n1 ∈ R

M×1 is the additive measurement noise, and
n ∈ R

M×1 is the equivalent measurement noise. The sparse
signal x ∈ R

N×1 can be well approximated by using only K
nonzero coefficients. The location of these nonzero coefficients
is defined as supp(x) = {i |x(i) �= 0.

If x ∈ R
N×1 is not a time-domain sparse signal, but a

compressible signal that has a sparse representation s ∈ R
N×1

on a certain basis � ∈ R
N×N , given by

x = �s (2)

then (1) can be rewritten as

y = �s + n (3)

where � ∈ R
M×N is defined from � = ��. In order

to preserve the signal information, � needs to satisfy the
restricted isometry property and the null space property of
order 2K . By solving the l0-problem, which is nonpolynomial
(NP) hard

min ‖s‖0 , s.t. �s = y (4)

the sparse signal can be recovered, even if � is an underde-
termined matrix with M < N . As a result, CS represents a
dimensionality reduction from R

N to R
M , which simplified

the complexity from the compression unit, analog-to-digital
conversion (ADC), and the RF component. Hence, it enables
the reduced-complexity design of sensors.

To deal with the NP-hard problem, l1 norm is applied and
the basis pursuit denoising (BPDN) algorithm was proposed
by changing the constraints as follows:

min‖s‖1, s.t. ‖y − �s‖2 ≤ ε. (5)
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Fig. 2. COA. (a) Although Eve gets only the measurement y, the energy
information of x can be revealed. (b) For example, Eve can know the patient
is AF or non-AF without reconstructing the original signal x.

where ε ≥ ‖n‖2. Since the calculation of BPDN requires
linear programming, the complexity of BPDN is high,
which is not feasible for hardware implementation. Greedy
algorithms like orthogonal matching pursuit (OMP) [19],
compressive-sampling matching pursuit (CoSaMP) [20], and
subspace pursuit (SP) [21] were proposed to reconstruct the
sparse signal with lower computational complexity.

B. Security Scenarios and Attack Models

For the topology of WSNs, interested readers can refer
to [30], which mainly focuses on the optimized topology,
thereby resulting in the better energy efficiency of WSNs. The
standard CS model can be regarded as a private key cryptosys-
tem, where the plaintext x is compressively sampled to the
ciphertext y by the private key � [8]–[11]. In the CS-based
encrypting setting, Alice encrypts x by the sensing matrix �,
then sends encrypted y to Bob. Bob is able to decrypt y if
provided the private information that can regenerate �. In this
section, we discuss two attack models first, and then the DoS
attack will be discussed in Section IV.

COA means that Eve is only capable of collecting the
ciphertext y. Under realistic WSNs, Eve can easily acquire
the measurement y through a wireless channel. Based on [12],
x cannot be reconstructed successfully in the COA scenario.
The ciphertext y merely discloses the energy of x shown
in Fig. 2(a). However, the energy information on x is enough
to expose some privacy information of Alice. As shown
in Fig. 2(b), Eve can easily classify whether the patient has
atrial fibrillation (AF, a kind of heart disease), which will be
presented in Section III-D.

KPA means that Eve is able to access some pairs of
(x , y) which are denoted as (xset, yset) [13]. Eve can get the
private key (�Eve) by performing the inverse operation of CS
transformation

�Eve = ysetx
†
set. (6)

As shown in Fig. 3(a), after collecting N linear-independent
of (x, y) pairs, Eve can obtain the recoverable sensing matrix.
With this cracked matrix, Eve is able to use the reconstruc-
tion algorithm to reconstruct x. For example, as depicted
in Fig. 3(b), when the sampling frequency ( fs) equals 512 Hz,
the dimension of x is also 512, which means an (x , y) pair
is generated by Alice every second. Eve only needs to collect

Fig. 3. Known-plaintext-attack (KPA). (a) After collecting N
linear-independent (x, y) pairs, Eve can obtain the recoverable sensing matrix.
(b) Eve can reconstruct x with cracked �.

Fig. 4. Front-end sensor and back-end solver used in the prior
model [14]–[17].

Fig. 5. Prior model under (a) COA and (b) KPA.

512 of (x, y) pairs to crack the sensing matrix, which is 512 s
in this case.

To enhance the security level, most existing works utilize the
method of changing � during a constant time period [14]–[17].
However, to change �, a pseudorandom number genera-
tor (PRNG) needs to be updated for refreshing buffers of
sensing � as shown in Fig. 4. Compared to a single key,
multiple sensing matrices require more complicated PRNG
to generate multiple �, which pose a great burden to the
CS sensor with limited complexity. Moreover, as shown in
Fig. 5(a), changing the sensing matrix cannot cope with
COA effectively. Pudi et al. [31] proposed a CS using stream
cipher with encryption of MSB-bits method that can add the
measurement noise to measurement y and Unde et al. [32]
proposed an enhanced version that can add the noise to both
input data x and measurement y.
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The above works can resist KPA from Eve effectively in
mathematic models. However, in the scenario of WSNs that
include multiple sensors, the IoT gateway needs to synchronize
the seed/state of the PRNG from sensors. For example, patients
have some mobility that can move from an IoT gateway to the
other IoT gateway (handover), therefore the IoT gateway needs
to know the seed/state of PRNG from sensors. Furthermore,
when sensors are disconnected by the strong interference or
bad channel condition, the IoT gateway needs to know the
seed/state of the PRNG from the sensor after reconnecting.
However, synchronizing the information of the seed/state
will also be leaked to Eve under the KPA scenario, which
increases the risk of being cracked. As shown in Fig. 5(b),
the perturbation metric is defined as � = ‖�Eve−�‖2/‖�‖,
where � = 0.01 is recoverable for Eve. Because Eve can
preclassify the (x , y) pair with the same seed, its security level
would be limited to the synchronization issue, and the security
level increases only linearly as the number of � increases.

On the other hand, if the IoT gateway does not know which
state/seed is applied for current received data, the solver needs
to perform decryption and CS reconstruction several times
until finding the right key. In this case, even the solver cannot
know which reconstructed data are correct. Furthermore, per-
forming decryption and CS reconstruction will pose a huge
burden that results in throughput degradation to the solver,
which is a critical issue in the scenario of multiple users.

III. PROPOSED LOW-COMPLEXITY

WATERMARK ENCRYPTION

In this section, we propose a framework of watermark
encryption in the front-end sensor. It can cope with COA and
KPA effectively without key synchronization. Furthermore,
it features low complexity, which is suitable for WSNs with
very limited complexity.

A. Overview of the Proposed Framework

The main idea of the proposed framework comes from
additive measurement noise n, as defined in (1). CS relies on
signal sparsity to sample the signals. However, measurement
noise destroys the sparsity of received signals, thus degrading
the reconstruction quality. For example, under SNR = 20 dB
of measurement noise, the performance of CS reconstruction
becomes unstable [18]. Therefore, we leverage this character-
istic of CS that is sensitive to the measurement noise. If we
can add some noises before RF transmission, then the mea-
surement noise can be regarded as an additional secret key. For
Eve, it is hard to estimate the explicit measurement noise and
the sensing matrix simultaneously, thus Eve cannot reconstruct
the original signals. The proposed encoding equation is

y = �(x + w) = �x + W. (7)

For Bob, since certificate authority (CA) will provide some
information about this noise, Bob can decrypt the signal.

Our framework is divided into two stages as shown in Fig. 6.
In the offline stage, we store multiple watermarks in the sensor
and the corresponding decrypting matrix in the solver. While
in the online stage, the transmitted data are encrypted with

Fig. 6. Overview of the proposed framework.

Fig. 7. Process of generating (a) front-end keys and (b) back-end basis.

watermark by the front-end sensor and decrypted by the
back-end solver. Because no key is unbreakable [4], CA will
execute the offline stage again for updating watermarks and
the sensing matrix in a given period.

B. Offline Stage

In the front-end sensor, CA stores only a single sensing
matrix � and a compressed-domain of multiple watermarks
W1−n = �w1−n shown in Fig. 7(a). Compared to the single
watermark, multiple watermarks can confuse Eve effectively,
thus enhancing the security level.

Dictionary learning (DL) is a technique employed to find a
sparse representation of the signal by projecting the training
data on a pretrained dictionary [22]. In [23], the authors
proposed a solution for solving the dictionary-based basis
optimization problem. We follow the above approach to obtain
the dictionary-based trained basis.

In the offline stage, CA collects training data for original
signals and constructs the personal basis �x by applying DL.
CA will design some watermarks w1−n to confuse Eve. Then,
we apply DL again for these watermarks, and the watermark
basis �w can be constructed. Then, we combine �x and
�w to form the merged basis � as shown in Fig. 7(b).
Lastly, CA stores the decrypting matrix � = �� in the
back-end solvers. To obtain a robust reconstruction quality in
the back-end solver, the watermark should be designed with
low coherence to the applied signals. Hence, the watermark
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Fig. 8. Online stage of (a) standard CS model and (b) proposed CS model.

Fig. 9. Synchronization-free CS reconstruction and watermark removal.

basis, �w, which is trained from bunches of watermarks, will
also be low coherent to �x. Therefore, watermarks can be
successfully removed in the back-end solver.

If CA is not capable of storing watermarks, this limits
the entropy of CA, therefore putting more pressure on CA
itself. Moreover, because the watermark basis is trained from
bunches of watermarks, the watermark basis is also weakened
from its limited CA capability.

C. On-Line Stage

In the on-line stage of the front-end sensor, as shown in
Fig. 8, after data sampling and compressing, a compressed-
domain watermark is randomly chosen from multiple water-
marks to insert into the measurement. After transmission, the
back-end solver can simultaneously recover the sampled signal
and decrypt the watermarks. The approach of removing the
watermark in the back-end solver is shown in Fig. 9, where
� = �[�x�w]. CS reconstruction can find the nonzero
entries in ŝ, which are sparse coefficients of x + y. Since
�x and �x are low coherent, ŝ can be easily separated into
two regions, the sparse data for plaintext sx and watermark
sw . As a result, we can rewrite (7) as

y = �[�x�w][sxsw]T. (8)

At last, by ignoring sw of s, we retrieve the decrypted
biosignal x̂ = �xsx . That is, by performing CS reconstruction,
we are able to recover and decrypt the data simultaneously.

TABLE I

SIMULATION SETUPS

Fig. 10. Energy of y in the standard CS, prior, and proposed models
under COA.

Most importantly, since �w can decrypt any predefined water-
marks, the proposed approach can be free from the synchro-
nization of multiple watermarks.

D. Simulation Results

In this section, we present experiments under different
attack models. To evaluate security strength, the number of
watermarks in the proposed framework and sensing matrices
in the prior model are both set to 8. We use the electrocar-
diography (ECG) signals as an example, which is provided by
National Taiwan University Hospital at f s = 512 Hz, and use
Bernoulli random matrix as the sensing matrix in both prior
and proposed models. The simulation setup is summarized in
Table I. As mentioned before, COA means that Eve is able
to access y, whose energy discloses some information [12].
We collect the ECG signals of AF and non-AF conditions
from a person, both of which are sampled through a standard
CS model with an arbitrary Bernoulli random matrix. Owing
to disease characteristics, the energy of signals has a distinct
gap between AF and non-AF conditions. In a word, Eve can
easily acquire some information about patients under COA
scenario.

In Fig. 10, we demonstrate 15 of sampled data from the
person with either AF or non-AF condition. It is obvious
that the prior model that changes sensing matrices cannot
preserve the privacy, i.e., they leak the status of the patient.
Conversely, the proposed framework shows that even if Eve
gets y, the energy of x would not be estimated correctly.

Eve can access some pairs of (x, y) under KPA, which
results in leaking the information on �. To estimate �,
we assume that Eve knows the existence of the watermark.
Then, Eve will collect the x that has zero means. Regarding
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Fig. 11. KPA scenario and the perturbation metric of prior and proposed
models.

W̄ as ȳ, Eve rewrites (6) as y− ȳ = �x. Based on this setting,
we perform the experiments using multiple �, a single water-
mark, and multiple watermarks from 1000 to 100 000 pairs
of (x, y) under KPA. To evaluate the error between the real
and the estimated sensing matrix, �, and �Eve, we adopt the
perturbation metric (ε), which is defined before. According
to [24], we regard the recoverable estimation as ε < 0.01.

As shown in Fig. 11, it can be observed that the single
watermark encryption model may not be secure enough.
The prior models (with eight different sensing matrices) are
cracked as the number of pairs reaches about 4100, since
the multiple matrices only increase the pairs linearly with
synchronization. On the other hand, the proposed multiple-
watermark encryption model cannot be cracked in spite of
100 000 pairs.

Here, we illustrate the confidential gain without synchro-
nization. If the IoT gateway synchronizes the seed/state of the
watermark from sensors, the information on the seed/state will
also be leaked under the KPA scenario. Although Eve does not
know the content watermark, Eve can preclassify the (x, y)
pair with the same watermark seed. Then, the confidentiality
level of multiple watermarks will be degraded. As shown
in Fig. 11, the perturbation metric is about 0.4 when Eve
gets 1000 of KPA pairs when we apply a single watermark.
If we use eight watermarks with synchronization, theoretically,
Eve only needs about 8000 of KPA pairs to achieve 0.4 of
perturbation metric. However, without synchronization, Eve
can only achieve 0.75 of perturbation metric under 10 000 of
KPA pairs. As we can see, the confidentiality level can be
increased by avoiding watermark synchronization.

We present the further experiment of recovery quality with
estimated � as the KPA pair is 100 000. We measure the
reconstruction signal-to-noise ratio (RSNR)

RSNR ≡ 20 log10

N∑

i=1

x2
i /

N∑

i=1

(x̂i − xi)
2 (9)

to evaluate the recovery quality, where x and x̂ are the
original and reconstructed ECG signals, respectively. For the
reconstruction quality, because we cannot guarantee the testing

Fig. 12. Recovery quality of Bob and Eve under KPA scenario.

Fig. 13. Baseline architecture of the watermark insertion.

data are always orthogonal to the watermarks in practical
applications, the coherence between them is low but not zero.
As a result, the watermark encryption will slightly degrade
the reconstruction quality of Bob. As shown in the left part
of Fig. 12, Bob can reconstruct the signal with ignorable
interference from watermarks. On the other hand, because Eve
cannot estimate explicit watermarks and the sensing matrix,
Eve cannot reconstruct the ECG signals of Bobs.

E. Overheads Analysis

The overhead of the proposed framework is evaluated in this
section. We compare with the proposed method to relate works
that change the sensing matrices at the Nyquist rate. In the
prior model, to generate eight sensing matrices, the PRNG of
the front-end sensor needs to have a capacity of generating
(512 × 128) × 8 = 524 288 bits. On the other hand, in the
proposed model, it needs to generate eight watermarks that are
stored in 6-bit resolution.

After ADC, the measurement y is stored in the memory,
which is similar to the related works [31], [32]. For watermark
generation, the watermark can either be stored in the DSP
module of the wireless transceiver or generated by the PRNG,
that the seed is stored by a CA. Fig. 13 illustrates the
architecture of a random number generator for generating
a random watermark. First, CA stores the seed of multiple
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TABLE II

COMPARISON WITH PRIOR CS-BASED PRIVACY-PRESERVING (ENCODER)

watermarks in the seed pool, then for every (x, y) pair,
the random seed selector will choose a seed from the seed
pool to the random seed generator. The random seed generator
can generate an element of watermark vector in a clock
cycle, which will be inserted into the 6-bit MSB of 8-bit
measurement y through an adder. Because the input data x
are serially sampled, an (x, y) pair needs N = 512 cycles to
form a measurement y, and it takes M = 128 cycles to insert
the watermark for every 512 cycles.

We further analyze the overhead of watermark insertion
based on Table II. We synthesized different designs in the
TSMC 130-nm CMOS technology node for evaluation: a base-
line design that uses the PRNG reported in [6] to form a
sensing matrix and eight sensing matrixes, respectively, and a
baseline design uses the architecture shown in Fig. 13. The
architecture of related works is not exactly the same, but
the idea that changes the measurement matrix is consistent.
As shown in Table II, the proposed multiple watermark
insertion consumes 3.6% and 1% of the area and the power
overhead compared to a single sensing matrix. This overhead
excludes the wireless transceivers overhead.

There are lots of potential techniques to optimize the noise
(watermark) insertion, such as optimized PRNG, watermark
insertion in the analog domain, dual voltage switching for
lower-power consumption, and replacing the PRNG with a
physically unclonable function (PUF) [33], [34]. However,
the main scope of this work aims to propose a general
cryptosystem that can confuse Eve with simple noise insertion,
while achieving high-throughput decryption and CS recon-
struction simultaneously without synchronization for a mas-
sive number of sensors, and therefore dedicated optimization
beyond the scope of this work. We encourage other researchers
to implement the concept of this work and excavate more
detailed issues on noise (watermark) insertion. Moreover,
a complete system in a sensor node/body side includes not only
a CS sensor but also a wireless transceiver. The wireless trans-
ceiver dominant total power consumption [30] (dozens mW for
the Bluetooth wireless module reported in [35]), we believe
that compared to the complete architecture of a sensor node,
the complexity of watermark insertion is relatively low.

IV. ARCHITECTURE DESIGN FOR BACK-END SOLVER

In the second part, we focus on the design and implementa-
tion issues of the back-end CS decoder. For real-time signal-
ing, the IoT gateway needs to perform signal reconstruction
and watermark decryption. The CS decoder for the WSN needs
to reconstruct thousands of sensors in real-time, therefore the
throughput rate is the most important metric. However, there
are two factors that will degrade the throughput rate of CS
reconstruction, watermark decryption, and DoS attacks. For
the DoS attack, we can utilize the watermark as the digital
signature.

A. DoS Detection

DoS is an attack whereby attackers transmit a meaningless
signal to the receiver and then occupy the resource of the
receiver [25]. As shown in Fig. 14(a), compared to the
traditional WSNs w/o CS technique, DoS will pose much
more burden to the CS-assisted WSNs as the complexity of
CS reconstruction is very high. If the IoT gateway cannot
distinguish the illegitimate users before signal reconstruction,
the throughput of the IoT gateway will be degraded by
illegitimate users, which is unwanted for the IoT gateway to
perform real-time signaling in the scenario of multiple users.
As shown in Fig. 14(b), to distinguish the illegitimate users
before signal reconstruction, we reuse the watermark as a
digital signature in the IoT gateway. That is, there is a low-
dimension watermark embedded in the ciphertext transmitted
by the legitimate users in the proposed framework, then the
IoT gateway can utilize these watermarks to determine the
source of received data.

Since being attacked in IoT is inevitable, the proposed back-
end decoder is capable of self-protection, which is different
from prior CS reconstruction engines.

We collect all of the predesign watermarks and they are
composed of a compressed-domain watermark pool which is
stored in the back-end solver. Because Bob uses the predesign
watermark w i . the watermark pool has a high correlation to
the legitimate ciphertext. As shown in Fig. 15, when receiving
the ciphertext y, the proposed decoder will calculate the
correlation between the received y and the stored watermark.
If the correlation value is larger than the threshold value, the
received y is from a legitimate user with high probability.
If the threshold is high, we can filter most of the illegitimate
users, but a few legitimate users will also be blocked. On the
other hand, if the threshold is low, most of the legitimate users
will pass the test, while a few illegitimate users will confuse
the IoT gateway. Moreover, we provide dual-mode attack-
resilience detection, accurate detection, and efficient detection,
as shown in the left part of Fig. 16. The proposed CS solver
in the efficient mode performs only a one-time correlation,
the executing rate being higher than the accurate mode by
eight times.

The best way to evaluate the filter performance of the
proposed method is presenting the receiver operating char-
acteristic curve (ROC curve), and the best filter in the ROC
curve is near the top-left. The right part of Fig. 16 shows
the simulation results. When defining 16 of watermarks for
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Fig. 14. (a) Illegitimate user results in throughput degradation and (b) proposed compressed-domain watermark detection before signal reconstructions.

Fig. 15. Accurate mode of compressed-domain watermark detection.

Fig. 16. ROC performance curve under DoS attacks.

legitimate users, the accurate detection mode is able to achieve
the performance of 99.99%. As we can see, the proposed
method can achieve good accuracy with very low false-
positive rates, which means that it can detect the DoS attacks
effectively before signal reconstruction. On the other hand,
because the watermarks will interfere with each other in the
efficiency mode, the detection accuracy is degraded.

B. Low-Complexity Reconstruction Algorithms

After the compressed-domain watermark detection, the pro-
posed CS decoder needs to reconstruct the compressed signals
and decrypt the encrypted watermark. Thanks to the rich
research in the field of CS, the CS reconstruction problem can
be solved using greedy-type algorithms such as OMP and SP.

The OMP algorithm is proposed for the purpose of
low-complexity reconstruction. Hence, most studies adopted
OMP for hardware implementation to realize the CS
decoder [19], [27]. As shown in Algorithm 1, where T(Corr,s)
denotes a thresholding operator on the correlation vector Corr,

Algorithm 1 OMP [19]: x̂ = OMP(y,�, ε)

Algorithm 2 SP [21]: x̂ = SP(y,�,Kin)

choose the s largest index of Corr. Hence, the pursuing
process of OMP iteratively identifies the location of a nonzero
term by finding the column of the term that is most correlated
with the current residual. Then, the column is added to a
chosen matrix according to the index set. The nonzero terms
are then estimated by the least squares (LS) process, which
projects measurements onto the columns of the chosen matrix.

SP [21] is able to select K -best support from 2K -candidates
at each iteration, until satisfying the termination condition,
as shown in Algorithm 2. There are three differences between
OMP and SP algorithms.

1) Index Searching: When performing the index searching,
OMP adds a new index to the chosen columns, while
SP adds multiple indices as the candidates.
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Fig. 17. Iteration overheads from watermark decryption: OMP versus SP.

2) Indices Screening: After calculating the sparse solution
in each iteration, OMP does not discard any indices,
while SP discards K indices from 2K -candidates.

3) Stopping Criteria: When the number of nonzero indices
increases, OMP requires higher iteration counts to con-
verge the algorithm; moreover, the complexity of OMP
increases quadratically to nonzero indices. On the other
hand, when the residual cannot be minimized further,
the SP algorithm terminates itself. Therefore, the SP
algorithm shows much lower iteration counts and a much
higher converge speed compared to the OMP algorithm.

As shown in Fig. 17, when the number of watermarks
increases, the iteration counts of OMP algorithm increases
linearly, resulting in quadratic growth of computational com-
plexity. On the other hand, the average iteration counts of
SP algorithm are not affected by the increasing numbers of
watermarks.

Iterative thresholding algorithms such as iterative hard
thresholding, approximate message passing, and iterative
method with adaptive thresholding [36] consume less area
and complexity compared to the SP. However, in this work,
the SP algorithm is chosen for the hardware implementation
for two main reasons. First, the main target application of
this work deals with biomedical signals that generally have
a high or medium signal sparsity, where SP shows the best
convergence speed compared to the OMP. Second, the SP
algorithm does not depend on the tuning of step-size variables
or the prior knowledge about the signal’s distribution model
for achieving the best RSNR performance [37], making it
very convenient to use in our application scenarios, especially
for the massive number of users. Therefore, according to the
above considerations, we implement the SP algorithm for the
proposed CS decoder.

C. Multiple-Indices Updating

Despite leveraging the advantages of SP, for the implemen-
tation issue, the hardware architecture needs to handle the
tough situation. To implement the SP algorithm, we need to
add K indices and estimate the 2K value of these indices
(K from the last iteration) through the LSs computation in
each iteration. After calculating the value, only the K -largest
values of these indices are kept for robust reconstruction, then
discarding the rest indices with a smaller value, as shown
in Fig. 18. To sum up, the indices in the index set should
be added and removed at each iteration.

Fig. 18. Multiple column updating for the SP algorithm.

Fig. 19. Illustration of applying LMS to CS reconstruction. (a) Relationship
between the measurement vector, chosen column, and support sets. (b) Input
and output of the LMS process. (c) Detailed operation of the LMS process.

For LS computation, traditional OMP implementations
apply matrix decomposition to avoid matrix inverse. However,
the columns of chosen indices have been factorized; the K
loser indices are hard to be removed directly. Moreover, matrix
decomposition requires big overhead from square and division
operations.

In order to support multiple indices updating, the SP
is implemented with a decomposition-free architecture for
hardware implementation. Extended from the concept of the
adaptive filter, least-mean squares (LMS) is another approach
for L2 minimization. The sparse solution is solved from
y =�� x̂� as shown in Fig. 19(a), and the I/O of LMS is
shown in Fig. 19(b). The estimated error of LMS can be
formulated as

eλ = yλ − ŷλ = yλ − ��(λ,:) x̂� (10)

where yλ is the λth element of the desired signal (ciphertext)
y, ��(λ,:) is the λth row of the chosen matrix �� from the
indices searching process. The recursion of LMS is shown in
Fig. 19(c), defined as

x̂� = x̂� + μeλ��(λ,:) (11)
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Fig. 20. (a) Overall chip architecture. (b) Main task-architecture mapping.

Algorithm 3 Adaptive-SP: x̂ = SP(y,�,Kin)

where μ < 2M/3L is the step size of LMS defined in [18].
The LMS process requires three clock cycles for each iteration,
and iterated M times to update x̂�, resulting in 3 × M clock
cycles for a complete process of LMS. Interested readers may
refer to our previous works [18], [26]. To sum up, we replace
LS with gradient-decent LMS to achieve decomposition-free
L2 minimization, as shown in Algorithm 3.

D. Overall Architecture

We briefly list the main architecture of this chip. For
the detailed design concept, interested readers may refer to
our previous work [28]. The main difference of this chip
is the support of numerous attack resistance and watermark
decryption under the IoT scenario.

In order to cooperate with the specification of the memory
compiler, the input dimension N is set to 512, the mea-
surement M to one-quarter of the input dimension, which is
128, and the maximum sparsity level to half of M , which
is 64. The proposed CS-decoder has two phases, phase-I is
the proposed compressed-domain watermark detection for DoS
protection. Phase II is the proposed adaptive-SP reconstruction
and watermark removal. These tasks are folded into the shared
hardware architecture, thus achieving area efficiency. Fig. 20
presents the block diagram of the overall chip architecture.
The operation of this chip is illustrated as follows.

1) Parameter Setting: Before reconstruction, this chip loads
the parameters and measurements y, into input buffers.
Then, it loads the sensing matrix into 96 KB of testing
memory; this testing memory can support N × M =
512×128 dimensions of the sensing matrix. According
to the latter fixed-point analysis, the length of each
element in this matrix is 12 bit.

2) DoS Detection: Then, a computation engine and a sort-
ing engine are used to check legitimate users, as shown
in Fig. 20(b). Only the legitimate users will activate the
reconstruction tasks.

3) Index Searching: Then, this chip begins to perform CS
reconstruction. As mentioned before, this chip utilizes
the adaptive-SP algorithm to achieve fast convergence
speed. When performing index searching, we use the
computation engine, which includes 64 of multipliers
and adders to perform the inner-product between current
residual and each column. Meanwhile, the sorting engine
will find K -best indices.

4) Index Selecting for LMS: Then, the chosen columns
for L2 minimization are loaded into 12 KB of LMS
cache. Then, the computation engine performs the LMS
updating to calculate the sparse solution.

5) Sorting and Residual Updating: After LMS updating,
the sparse solutions are sent to the sorting engine to find
K -best indices. The computation engine will calculate
the new residual for the next iteration until the residual
norm cannot be minimized, then the chip starts to output
the sparse solution.

6) Output and Watermark Masking: When this chip out-
puts the sparse solution, the indices of watermarks
should be skipped. At the same time, the input buffer
and the system controller load the new measure-
ments/parameters for the next CS reconstruction and
watermark decryption.

We list the main cycle cost as below. Because we have
64 parallel multipliers in the computation engine, it takes
M/64 = 2 clock cycles to complete a correlation. Index
searching needs to scan all of the column indexes; as a result,
the main cycle costs of indices searching in each iteration is
N × M/64 = 1024 cycles. The main cycle cost of LMS is
3M cycles plus M cycles to store the chosen columns into the
cache and 0.5M cycles for residual updating (RU). In order
to meet the demand of wireless sensors, our decoder supports
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Fig. 21. Fixed-point analysis.

Fig. 22. Chip macrograph and chip specification.

the 5-bit integer and 14-bit decimal for input data. As a result,
based on fixed-point analysis as shown in Fig. 21, we choose
12-bit resolutions for decrypting matrix �.

V. CHIP IMPLEMENTATION AND TESTING RESULTS

A. Chip Implementation

The proposed CS decoder is fabricated by TSMC 40-nm
CMOS technology and uses the standard-cell-based design
flow. In the process of logic synthesis, since the leakage power
of on-chip memory dominates power consumptions, the overall
chip is only synthesized with high threshold voltage standard
cells. Then, a scan chain is inserted and the chip can achieve
99.15% of fault coverage with 4.8% of area overheads.

In the process of chip layout, the on-chip sensing matrix and
cache are implemented by several macros of single-port static
random access memory (SRAM). The macros of memory are
first placed with soft blockage, then other standard cells are
placed and routed. This chip includes 51 of signal pads, with
26 of IO power pads, 24 of core power pads, and a power-
on control (POC) power pad. The I/O domain has a constant
supply voltage of 2.5 V. The logic and memory domain both
have a nominal supply voltage of 0.9 V, while each operates up
to 1 V and down to 0.6 V, respectively. The chip micrograph
and specification of the chip are shown in Fig. 22.

B. Testing Results

The chip testing environment is illustrated as follows.
We use a CQFP-100 test board for chip measurements, and
the board is tested by an Advantest V93000 PS1600 system-
on-chip (SoC) series. With the setting of SmartTest provided
by V9300, we can test this chip for functionality, throughput,
and power consumption automatically.

Fig. 23. Shmoo measurement and measured power consumptions.

The measurement results are described as follows. As shown
in the left part of Fig. 23, we use Shmoo plots to show the
range of conditions in which the chip operates. Moreover,
the power consumption at different core voltages is shown in
the right part of Fig. 23. For high-throughput applications, the
operating frequency is able to achieve 180 MHz with 0.9-V
core voltage. On the other hand, the operating frequency is
20 MHz with 0.65-V core voltage for low-power applications.

C. Comparison With State-of-the-Art Designs

The proposed CS decoder is compared to existing works
and the comparison table is shown as Table III. Table II
compares the complexity of CS encoding and encryption
between multiple matrices and multiple watermarks; while
Table III focuses on the performance of CS decoding and
the decryption engine with real chip implementation and
measurement. The application of [27] is for ECG signals; it
can perform parallel-indices searching to reduce the iteration
costs. Therefore, it shows competitive throughput rate and area
cost. The chip reported in [19] can handle flexible problem
settings at the run time and support a large dynamic range.
The chip reported in [29] uses a novel algorithm for higher
convergence speed and customized data buffer to eliminate
matrix transpose, thus reducing the data latency; this chip
shows competitive throughput.

Since the proposed decoder is operated at a higher clock
rate, the power consumption of the chip is larger than some
prior works [19], [27]. This chip performs the SP algorithm
with fewer iterations and clock cycles; as a result, it can
achieve higher throughput with higher energy efficiency com-
pared to prior works.

When dealing with secure transmission of the data using
CS, most of the recent works [31], [32] add additional noise to
the data x or measurement y. Following this trend, watermark
removal will be a suggested feature in the CS reconstruction
engine.

Compared to the traditional CS reconstruction without
compressed-domain watermarks, the additional overhead of
signal decompression is that the solver needs to consume a
larger SRAM area to store ��w. The proposed CS recon-
struction engine consumes 753K and 15K bit to store ��x and
��w, respectively. This additional 15K bit of SRAM will con-
sume additional area and power overhead when a compressed-
domain of the watermark is used, which is affordable for the
feature of watermark removal.
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TABLE III

COMPARISON WITH STATE-OF-THE-ART (CS RECONSTRUCTION ENGINE)

According to the testing result, with the proposed adaptive-
SP algorithm and architecture for multiple indices updating,
a reconstruction throughput of 7187–10 356 kS/s can be
achieved when operating at VD D = 0.9 V. Such a level
of performance can support simultaneous reconstruction of
over 10 000 wireless CS sensors in real time while offering
synchronization-free watermark decryption and DoS attack
prevention.

VI. CONCLUSION

In this article, we present a novel framework of CS-
based privacy-preserving. In contrast to using multiple sensing
matrices as the shared secret, proposed watermark encryption
can not only resist COA and KPA effectively but also ease
the burden of the device. In the back-end solver, we present
a CS-based watermark decryption/reconstruction engine for
WSN. This CS decoder is fabricated in 40-nm CMOS. Testing
results show that this chip can support the simultaneous
reconstruction of over 10 000 wireless sensors in real time
while offering synchronization-free watermark decryption and
DoS attack prevention. Therefore, the proposed cryptosystem
is very suitable for the emerging IoT applications that need
encryption strength with very limited complexity.
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